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This document describes the procedure about how to test the communication with FusionSolar
through an openAPI user. The access privilege to the northbound interface API is independent of
third-party user accounts, and users must apply for it separately.

Third-party applications will be limited by one-minute access frequency when accessing the same
northbound interface API.

If a third-party application reaches the limit of access frequency during use, the interface will
return an access frequency error message.

1. Contact service team at eu_inverter support@huawei.com to create an openAPI
account for your plant.

2. Check the communication protocol

Dashboard Web Server query data from FusionSolar through HTTPS protocol, Dashboard Web
Server is Client, FusionSolar is Server.

Access format: https:// management system domain name/specific API interface name +access
request parameter.

Source Source IP Source Destination Destination [P Destination

Protocol Port Description Authentication Mode Encryption Mode

Device Address Port Device Address Port

Port for logging in to
IP address IP address of
Random FusionSolar the FusionSolar server
Client of the the FusionSolar | 27200 HTTPS Username/password TLS1.1&12
port server open interface in TLS
client server
encryption mode._

Check if the port 27200 1s enable and if you have active on your computer the TLS1.1&1.2 and
SSL.

‘-‘ Internet Properties M

General | security | Privacy [ content | ¢ Programs | Advanced |

Settings

Enable DOM Storage -
Enable Enhanced Protected Mode™
Enable Integrated Windows Authentication™
Enable native XMLHTTP support
Enable SmartScreen Filter
Enable Strict P3P Validation®
end Do Mot Track requests to sites you vieit in Tnternst £

Use 551 2.0
Use SSL 3.0
Use TLS 1.0
Use TLS 1.1
Use TLS 1.2 +
Warh aDOUT Certriate adadress mismatch E

Warn if changing between secure and not secure mode | ‘
‘Warn if POST submittal is redirected to a zone that does | ~

«| 1 »

E\WFI]I'-H'-H'-H‘-H'-I KOOEEEE

*Takes effect after you restart your computer

Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default
condition.

You should only use this if your browser is in an unusable state.

@ Some settings are managed by your system administrator.
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The communication process:

Intelligent Photovaltaic
Management System

Third-party system

I

| I

| |
e L

1. Login (with system number)

2. Retum to tokenlD

3. Data Request + tokenlD

4. Jason returns a data request

a. Please refer to the Chapter "Northbound Management" in the product document for the
relevant operation procedures of configuring the third-party system information.

b. After configuring the third-party system information, obtain the system number and log in
with the system number.

c. After successful login, initiate a request to obtain data.

3. Install Postman on your computer

7

Postman

Download and install Postman and before start to interrogate FusionSolar with your
openAPI user disable the SSL certificate verification form the Postman settings:

General
REQUEST HEADERS
Trim keys and values in request body Send no-cache header @ oN
SSL certificate verification Send Postman Token header @ on
Always open requests in new tab Retain headers when clicking on links
Always ask when closing unsaved tabs @ on Automatically follow redirects @ on
Language detection Auto ¥ Send anonymous usage data to Postman @) ON
Request timeout in ms (0 for infinity) 1]

Automatically persist variable values

Learn more about variable values

USER INTERFACE

Editor Font Size (px) 12
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4. Login Interface

Request address: https://XXXXX/thirdData/login
HTTP method: POST
Request parameter:

Parameter Name | Description Data Type Required/
Optional

systemCode Password String M

userName User name String M

Use the next link to login: https://eu5.fusionsolar.huawei.com/thirdData/login
Choose Post, select Body, raw and JSON and insert userName and systemCode(Password) and
Send:

No Environment v o %

httpsi//eus.fusionsolarhuawe...® 4 ===

Untitled Request

¥ | https://eus.fusionsolar.huawei.com/thirdData/login “ Save ~
(10) Cookies Code
e ——

none form-data x-www-form-urlencoded binary GraphQL BETA

1
8: userName: "EugenAPI",
3 systemCode: "Huawei@2@19"
a8}
POST ¥ https://eu5.fusionsolar. huawei.com/thirdData/login m Save v
Body 3) (19) tus: 2000K  Time: 6.20s  Size: 1.17 KB Save Response ¥
Pretty EERY JSON = 5 m Q
1 [ 1
2 "buildCode™: "2",
3 "data": null,
4 "failCode": @,
5 “message”: "",
6 “params”: null,
7 "success”: true
3

After you login copy the Token that you will use to interrogate the next parameters.

2019-12-28 eu_inverter_support@huawei.com Page4, Totall3



mailto:eu_inverter_support@huawei.com
https://xxxxx/thirdData/login
https://eu5.fusionsolar.huawei.com/thirdData/login

S

HUAWEI Communicate with FusionSolar through an openAPI account Public
POST ¥  httpsi//eus.fusionsolar.huawei.com/thirdData/login = m Save ~
Cookies (3) (19) Status: 2000K  Time: 4.90s  Size: 1.16 KB Save Response v
Name Value Domain Path Expires HttpOnly Secure
web-auth true euS.fusionsolar.h / Never true true
uawei.com
XSRF-TOKEN eyhbGciOijluzI eu5.fusionsolar.h / Never false true
Nij9.eyJyYW5kb21 uawei.com
LZXkiOilzOTIzYTBI
YiDONThILTRjZDIt
ODJjNS00ZmQwN
jQyMzFKNDQIfQ.
NgkMDzhGUyg_
WCvHzgcpsXmZF
EW49yxvisiowDf8
PaE
JSESSIONID 1ce712b5-cdag- eus.fusionsolar.h / Never true true
4957-ae70- uawei.com

9d248e28bcc9

5. Interface of Plant List

Request address: https://XXXXX/thirdData/getStationList
HTTP method: POST
Request parameter:-

Use the next link to interrogate: https://eu5.fusionsolar.huawei.com/thirdData/getStationList

Copy the Token in Headers:

POST ¥ | https:/feus.fusionsolar.huawei.com/thirdData/getStationList |
Headers (2) ()
v Headers (2)
KEY VALUE ESCRIPTION
XSRF-TOKEN eyJhbGciOijIUzI1 Nij9.ey)yYW5kb2 1LZXkiOiJiYzQ3NTAYNSOWOTQ4...
Content-Type application/json

Set the interrogation and send:

Untitled Request

POST ¥ | | https://eus.fusionsolar.huawei.com/thirdData/getStationList |

“n Body @

none form-data x-www-form-urlencoded| @ raw | binary GraphQL BETA

m Save .

Cookies Code

Bulk Edit ~ Presets v

m Save ’

Cookies Code

Beautify
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Copy the stationCode and currentTime to use at the next interrogation.

6. Interface of Power Station for Real-time Data

Request address: https://XXXXX/thirdData/getStationRealKpi
HTTP method: POST
Request parameter:

Parameter Name Description Data Type Required/
Optional
stationCodes For the list of power | String M

station numbers,
multiple stations are
separated by comma
symbols

Use the next link to interrogate: https://eu5.fusionsolar.huawei.com/thirdData/getStationRealKpi

Copy the Token in Headers:

POST v | https://eu5.fusionsolar.huawei.com/thirdData/getStationRealKpi “ Save ~

Headers (2) L] Cookies 5
v Headers (2)
KEY VALUE DESCRIPTION sss  BulkEdit = Presets v
XSRF-TOKEN eyJhbGciOijlUzI1Ni|9.eylyYWS5kb21LZXkiOi)iYzQ3NTAYNSOwWOTQ4.
Content-Type application/json

Set the interrogation: insert the stationCode from the Plant List and Send:
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Untitled Request

POST v | https:/feus.fusionsolar.huawei.com/thirdData/getStationRealKpi | m Save v
(1n Bod ﬁ Cookies Code
none form-data x-www-form-urlencoded binary GraphQL EETA Beautify
1~
2 | “stationCodes”: "6FB9555FE620434DIAD3E7B3BAF387BF" |
Sl

Result:

POST v | htpsiseus fusionselar.huawel.com/thirdData/getstationRealkp m Save v

Pretty DETA SON * mQ
1 q 1
2 Toutlatoser 27,

3 “qata: [

4 {

s sataltestap™: {
s

7. Interface of Power Station for Hour Data

Request address: https://XXXXX/thirdData/getKpiStationHour
HTTP method: POST
Request parameter:

Parameter Name | Description Data Type Required/
Optional
stationCodes For the list of power | String M

station numbers,
multiple stations are
separated by comuma

symbols

collectTime Milliseconds in time | Long M

It hourly queries the
hour KPI data for
one day ( the
background
processes
milliseconds based
on the time zone
where the power
station 1s located )

Use the next link to interrogate:
https://eu5.fusionsolar.huawei.com/thirdData/getKpiStationHour

Copy the Token in Headers:

2019-12-28 eu_inverter_support@huawei.com Page7, Totall3


mailto:eu_inverter_support@huawei.com
https://eu5.fusionsolar.huawei.com/thirdData/getKpiStationHour

S

HUAWEI Communicate with FusionSolar through an openAPI account Public

POST v | https://euS.fusionsolar.huawei.com/thirdData/getKpiStationHour “ Save ~

Headers (2) ] Cookies Code
¥ Headers (2)
KEY VALUE DESCRIPTION e¢¢  BulkEdit Presets ¥
Content-Type application/json
XSRF-TOKEN | ey)hbGciGi)lUzI1 Nij9.eylyYW5kb21LZXkiOiliYz2Q3NTAYNSOWOTQ4. |

Set the interrogation: insert the stationCode and collectTime from the Plant List and Send:

POST v||hltps://euS.fus\anso\ar.huawel.(omlth|rdDa(a/ge[Kp\SlannHour | m Save ¥

(12) G Cookies Code
BETA | 1o
none form-data x-www-form-urlencoded binary GraphQL

1v £
“stationCodes™: "6F89555FE620434D9AD3EVB384F387BF", |

Beautify

"collectTime™: 1576486800000

2
3
ST

Result:

POST * | httpsiiveus.fusionsolar.huawel.com/thirdData/getKpiStationHour m Save ¥

power_profit”: null

b
"stationCode™: "6FB9555FEG20434D9ADIETBIBAFISTEF

I
1
* “collectTime™: 1576486800000,
se “dataltenitap™: {
51 “radiation_intensity”: null,
52
54
55 power_profit™: null
%
57 stationCods™: "6FB955SFE62043AD9ADIETBIBAFIB7EF
58 }
59
61

ADSAD3E7B3BAF38TBE "

8. Interface of Power Station for Day Data

Request address: https://XXXXX/thirdData/getKpiStationDay
HTTP method: POST
Request parameter:
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Parameter Name | Description Data Type Required/

Optional
stationCodes For the list of power | String M

station mumbers,
multiple stations are
sepatated by conma
symbols

collectTime Milliseconds in time | Long M
It daily queries the
day KPI data for one
month ( the
backgronnd
processes
milliseconds based
on the time zone
where the power
station is located )

Use the next link to interrogate: https://eu5.fusionsolar.huawei.com/thirdData/getKpiStationDay

Copy the Token in Headers:

POST v | https://eus.fusionsolar.huawei.com/thirdData/getKpiStationDay m Save ~

Headers (2) L] Cookies Code
v Headers (2)
KEY VALUE DESCRIPTION ees | BulkEdit = Presets ¥
Content-Type application/json

XSRF-TOKEN

ey]hbGciOi|lUzI1 Nij9.eyJyYW5kb21LZXkiOi)iYzQ3NTAYNSOWOTQ4.. |

Set the interrogation: insert the stationCode and collectTime from the Plant List and Send:

Untitled Request

POST v || https:/feus.fusiensolar.huawei.com/thirdData/getKpiStationDay m Save -

1) Body @ Cookies Code
BETA| son v Beautify
none form-data x-www-form-urlencoded | ® raw binary GraphQL Js eautity
1L
2 “stationCodes™: "6F89555FEE20434DIAD3E7B384F387BF",
3 | "collectTime":"1577145600000" -
4 L

Result:
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Pretty L] o =3 mQ
. -
2 buildCode" 2
3 “data”: [

{
3

10
1
12
13
14
15
16
17
18
19
21 b
22 {

2
27
29
3e
3
32

9. Interface of Power Station for Month Data

Request address: https://XXXXX/thirdData/getKpiStationMonth
HTTP method: POST
Request parameter:

Parameter Name | Description Data Type Required/
Optional
stationCodes For the list of power | String M

station numbers,
multiple stations are
separated by comma
symbols

collectTime Milliseconds in tune | Long M
It houly queries the
month KPI data for
one vear ( the
background
processes
milliseconds based
on the tune zone
where the power
station 1s located )

Use the next link to interrogate:
https://eu5.fusionsolar.huawei.com/thirdData/getKpiStationMonth

Copy the Token in Headers:

POST ¥ | https://eus.fusionsolar.huawei.com/thirdData/getKpiStationMonth “ Save ¥

Headers (2) [ )
¥ Headers (2)
KEY VALUE DESCRIPTION vee
Content-Type application/json
XSRF-TOKEN | ey]hbGciOi|IUzI1 Nij9.eyJyYW5kb2 1LZXkiOi]iYzQ3NTAYNSOwWOTQ4. |

Cookies Code

Bulk Edit  Presets v

Set the interrogation: insert the stationCode and collectTime from the Plant List and Send:
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Untitled Request

POST w || https://eu5.fusionsolar.huawei.com/thirdData/getKpiStationMonth
(11) Body @ Co
A { " BETA Beautify

none form-data x-www-form-urlencoded | @ raw binary GraphQL J Y
1~
2 “stationCodes": "GFB89555FE620434D9AD3E7B384F387BF",
3 | "collectTime™: "1575759600000"
4
5

Result:

onCede™: "6FB955SFEG20434D9ADIE7BIB4F I87EF"

10. Interface of Power Station for Year Data

Request address: https://XXXXX/thirdData/getKpiStationYear
HTTP method: POST
Request parameter:

It hourly queries the
KPI data for 25
years ( the
background
processes
milliseconds based
on the time zone
where the power
station is located )

Parameter Name | Description Data Type Required/
Optional

stationCodes For the list of power | String M

station numbers.

multiple stations are

separated by comma

symbols
collectTime Milliseconds in time | Long M

Use the next link to interrogate: https://eu5.fusionsolar.huawei.com/thirdData/getKpiStation Year

Copy the Token in Headers:
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pPOST v

https://eu5.fusionsolar.huawei.com/thirdData/getKpiStationYear m Save v

Headers (2) . Cookies Code
¥ Headers (2)
KEY VALUE DESCRIPTION ee¢  BulkEdit Presets ¥
Content-Type application/json
XSRF-TOKEN |eyjhbecuomumNue.eyjvaskbzwszk\ouJMTRMTUyM\uMGz\LTm |

Set the interrogation: insert the stationCode and collectTime from the Plant List and Send:

Untitled Request
| POST v | https://eu5.fusionsolar.huawei.com/thirdData/getKpiStationYear | m Save ~
(11) Body ® Cookies Code

none form-data x-www-form-urlencoded | ® raw | binary GraphQL EETA Beautify

1v |
2 “stationCodes”: "6F89555FE620434D9AD3E7B384F387BF",
3 “collectTime": 1577152926083

L

Result:

p— e gon v | S mQ

10

1

18

1

Y]

n 3

z 1

n "fallCode": B,

2 “nessage”:

25 parans”: {

26 “currentTime™: 157739 i

27 collectTine™: 157739 ,

2 stationCodes™: “6F89555FES2043400MD3ETRIBAF I8TEF
9 L

30 Success”: true

n |

11. Interface of Equipment for List

Request address: https://XXXXX/thirdData/getDevList
HTTP method: POST
Request parameter:

Parameter Name Description Data Type Required/
Optional
stationCodes For the list of power | String M

station numbers.
multiple stations are
separated by comma
symbols
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Use the next link to interrogate: https://euS.fusionsolar.huawei.com/thirdData/getDevList
Copy the Token in Headers:

POST v |https‘//euS.fusmnsolar.huawe\‘com/th\rdData/getDestt | “ Save ~
Headers (11) e Cookies Code
¥ Headers (2)

KEY VALUE DESCRIPTION ss¢ | BulkEdit Presets v

Content-Type application/json

XSRF-TOKEN |Eyjhch\OU\UZHNU9.ey]yYW5kb21LZXk\O\]\NGM2ZTHN\OWNTE2LT |

Set the interrogation: insert the stationCode from the Plant List and Send:

POST v | https://eus.fusionsolar.huawei.com/thirdData/getDevList “ Save v

1 -Body. Cookies Code
v x e BETA | g Beautify
none form-data x-www-form-urlencoded | ® raw binary GraphQl J y

= {
2 “stationCodes": "6F89555FE629434D9AD3E75384F387EF"|

]
<

Result:

POST ¥ | https://eu5.fusionsolar.huawei.com/thirdData/getDevList m Save v

mQ

Pretty BETA 50N ¥

“buildCode™: “2",
"data": null,
“failCode™: 20008,
"message”: "",
“params”: {
"currentTime™: 1577391433950,
"stationCodes": "6F89555FE620434D9AD3E7B384F387BF"
}

2
"success”: false

EDwa~wounbwne

o

b

Continue to interrogate equipment for Real-time Data. Ask the service team at
eu_inverter support@huawei.com to provide you the SmartPVMS V300R006C00 Interface

Reference file.

If you receive error during the process login again and insert the new Token in Headers.
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